THE DIRECTOR OF CENTRAL INTELLIGENCE
) WASTIINGTCN, D.C. 0305 _ (

11 September 193§

BCTTON

MEMORANDUM FOR TES PRESIDENT
TEZ VICE P2 SIDENT

FROM: ' - JOHN DEUTCIE
SG3J=CT: Encryption P
Dy o= ) . o >"’

Tc recommend three ac-=ions tao Promote the develorment of
Commercial key recovery encryption preducts.

Rackocroon

In July, Vice President Gore danounced that in September, gz
Cabinet Cemmittee wauld make Teccmmendations “to encourage the
use of strong encryptionm in elactr—onie commerce and private
communication whila protecting the public safety and national
Security.~ ' :

The use of Strong, affordable commercizl eacryption will grow,
2lcng with intsrnacicnal electronic commerce. e want J.S.
i1adustry to retain its demizant narket share by incsrperating
S<rceng encrypticn into cormmurications, computer systems and
Software products. Ver s<rong encryption can uncarmine law
@niorcement and national Ssecurity by limiting U.S. znd other
Goverturents’ abiliities to exploit communications intercapcs and
aCcass comoutsr files,  consistent with-the law. T

.The Policy we reccmmend charts 2 middle of the zcad epproach that
will promote encrvption worldwide, but, we hope, limit the.
regative effects. The ftezart of the bolicy is to encouxage (.S,
indusczy o adept an encryotion Xav recouvery S¥gLem. In this
SYSCem, encryption ksys are deposited with cartified “trusted
Barties” either he-s ar abroad, who would brovide access tg the
key for dutherized law enforcement burposes. Many end-users,
esgecially larce comganies, need such a System to manage the xeys
distributed to their emplovees. .
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Cur goal is global adoption of such a system. We telleve cther
countries share our public safsty coacarns and have similax

-—5
-

~ational security concerns. Indeed, If the U.S. were to 1lift ous
axport controls, savezal covntries, like rfranca, would almosT
certainly adoot import rastrictions ci cepmercial socrvotior.
Althouch precdicting outccmes in this rapidly moving technology is
Gifficult, such restrictions could slow the develcpment of secure
interaztional electzonic commerce. Thus we Delieve ouxr allies
will welcome our isadership in advancing & middlie of the zoad
solution. . :

At present, there are B0 demastic controls con snczviption. Our
—incipal laver is axport contzols, wiich caa influence industry
because it seeks to develoo procducts that work worldwide.
Thus, ouz oroposal would sase export controls in exchange for
industrv ccmmitment to build key reccvery procducts and suppcroing
infrastructure.
This policy dces oot satisfy indust-y, whichh azgues that strong
enc-yption technology without key recovery is already widely
availahle and that its use shcould be encouraged. Further,
builcding and selling a kevy racovery infrastructure will take
vears. Industry wants O export stronger preducts now, to
oreserve their-market share. The recent Naticnal Research
Council encryptiocn policy report supports industzyv’s sosition.

The policv alsoc does not satisfy cur lazw enforcement community,
which argquas that keyv racovery sbculd fe made mandatory, 320 that

A s
dcmestic and intarnaticnal law enforcement capability is not
ercdec. We bave rejected the policy cpticn of mandatory concrol
Becanss we meliave Lagislation to ban uss c¢I encryption I

private comm:naicaticns will nct be adepted here or abrcad,
notazly in Germany and Japan. We have alsc rajected the policy
cpticn of doinc nothing, beczuse it risks unacceptadle deccnirol
legislaticn from Congress, would encourage the development of
foreign enccvption while continuiag the censtraint cn U.S.
industry, and ultimately undermine the U.S. Goverament’s abilicy

~nE=

to inFfluence the development c¢f encrypticn technology.

We nead to act now te minimize the risks to natiopzl security and
public safetv, cuf saort the widespread use cf encxzypticn that Iis
inaccassihla to law anforcement, spur the develccmentz cf key
recovery, and asscxe that U.S. products retain their market
doeminance worldwide. :

-,
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As approved by ths Vice Prssident in August 19935 wa wourld

continve to esxpand the puzchase of key racovery products f£or U.S.

governmenit use, DIrCMOTe& Key recovery 1o Iinternaticnsl

discussions, and stimulate the develozment of innovative key

recovery prooducts.

If veu zgree with £his middle of the road acarocﬁh three
recommendations ra Suire ycouxs decision

J

1. Tezporazy relaxziicr of expoxt contzels.

We propose to permit the expert of 36-hit xev length Data
Encryction Standa-d (DES) eacrypticn pre cuchs, without kay
'réc0ve:y, on the szzme terms as we now germit the axport of 40-bit
xey lencgth sroducis. This relaxation would last two vears,
reaewzble znnually *qe*eafter. Exsort—licenses wculd be
contingent on exporters’' commltment and acherance to explicit
benchmarks and m;_estonés for cnve'onlhg and incorporating kev
recovery into their prcducts (inciuding an idantified trusted
paxty) aad ou.Tdinq the supperting infzastructure
internaticnally. Cnce key recovery is- Globally viable, only suchz
croducts would be licensed for exsort.

W2 would consult with industrzv and monitor progress clossly,
usiag licsnsing regulations and a special govearnment-i dusbry
group. We would suspend licenses iFf 1_lestones were not met.

This app-cach promctes coctinued T.S. leadersiaip in securs -
electrcnic cocrmerce, increases the chancs thar kev recovary will
spraad wor1dxﬂce, and. lowers risk to U.Ss. lncegllgenca collection
and law snforcement from use ¢f even strcncer, Zoreign made
encryption prccucts. However, thers is a risk that this
leava';La__un could cxeate a de factc standard without key
recovery that will hamper 1“‘aTl;genco and law enforcament in tha
atixe.; i
State, Ccmme-_e, Defense, ¥EC, NSC, and OM3 suppor: this
propesal, provided that we cbtain credible commitments Ffrom
.—.-CLS [P =g

Justice opposes this propesal. It kelieves that we cannot ensure
that indust-y will abide by its commitments, and that there acze
inadaquats incentives for it to do'sc in the aksance of
legislaticn., Therefore, this option will result in the
proliferation of s,ronq ehczvpt*ou for an incafinite pericd.
Justice proposes instead that this propesal be rafashioned as
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legisiation that would: (1) permit the excort of S65-hit for two
vaars; (2) zfter twc years, permit ths exznort onlv of kev
recovary products; and (3) aftez two years, ban the izoort fand

domestic manufacture, sala or distributicr] cof encryption that
does not have key recovery.

QSTP also opposes the recommendation, axzguing that the
liberzlization will be difficul: fo zetract, esgecially if
foreign ccmpanias ars selling similar preducts. OST? would maka
the S56-bit Iiteralization perzmanent (excest for companies that
fail te meat their commitwments), and focus fnstezad on oromoting
kXey r=covery for the even strongar ancryction praducts the market
will cdemand.

Propgernents' response to Justice: We have adminis=rative
authority to implement the f£irst two paxzts of the Justice
Pxoposal. Seeking this legislation would cause unacceptabla
delay and create unpredictable cutcames. Exrcponents resgonse to
OSTP: The two-year cap 1s neaded to signal our seriousness about-
key recoverv. '

IZ vou agzese, we will issue 2 statement liks that at Tab A.

Aconrove
Disaporove
2. Tracnsfer enczyption exzar:t conizols Szcm Stata to Cormarce.
The export of encryptien is currently conizollsd bv State under
the Amms EZxport Cenirol Act. Industry beliewes control by
= (EAR! is mocre

Cermmerce under the Export Bcministraticn o
consistent with enczyption's dual-use naturs Incdustrv also
views the Ccmmerce licensing grocess as mor predictable, timely
and exgort frieadiy. The transfer is thus an important carxzot To
convincs iadustry te proemote key rscovery.

We would accomplish the transfer throuch a new Ixzcutive Order,
which would remedy crovisicns In the ZA3 which ars inapprcpriate
Zor encryptior, and a Presidantial directive. Justice would be
included in licensing cdecisions (curreatlv limited to Commerce,
State, Defense, EZnergy and ACIR). We would also insist that the
new EAR being considered by Congress centain grotecticns for
encryptica (ia parzticular limiting judicial revisw o export
cecisions). Jurisdicticn would be transfarred back to State if
tThe cew IRA did oot contain such Protections.

ct t
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AL agenciles and IC2 offices support the transfer of
jurisdiction, as reflected in the draft EQ znd PDO at Tabs 8 and
C.
Approve
Diszporove

3. Key recovery legislakicn.

We are drafting procosed legisliation that will facilitate the
develozment of a market for kay recoverv procucts and Xkxev

-

ranagement infrastructuse, by authorizing:
* The Secxstzrv ¢f Ccmmerce to licerxse~kay reccvesy acgents;

* Legzl cornditicns for Xeys to be released to law enforcemsnt:

* Criminal charges for misuse of ancther’s kavs;

y—
|
B-

* Prctectiocn of kev reccvery agents fram bility for ccmplving
with legal orders to pxoducs kevs; and, , .

-* Criminal charges for using e;c:yption in committing a crirce.
If you agree, we w‘{T :afa: cdraft legisliation tc O fcr
int erzgency review acd forwarding to Corgrzass. :

Approvs

Disaoprove

ttachmants

Tab A Draft Encryption Policy Statement
Tadb B Draft 2residsntial Decision Direckive
Tab C Draft Zxecutive Qrder
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* Attachmenr A
DRAFT Statement on Encryption Inifiative

Tee Clinton Administration today annownced a malor initiative to liveralize export
coatrals for commercial encryption products. Under this mitiative, the export of 56-bit
key length Data Eacryption Standard (DES) Sactypdon prodacts wiil be permitted under
2 General License after onz-dme review. The Gzatment is similar t thar cumently
pravided for 40-bit mass marikat products that use the RC2 and RO elgorithms. This
policy would apply to hardware and sofiware products. The relocarion of controls wiil.

last twag vears. - C-

Exporters will be asked to make commitments to support the d=velopmeat and sale
of products thar promote the Xry recovery framework proposcd by the Vics President in
Tuly 1996. Thar framework permits encryption usess volumntarily to deposit a spare
encryptien key with a trasted private sector party who would rrovide the kev to the gser
I an emergency, or to law caforcament officials acting under proper autharity.

The temperary relaxarion of conmols is part of 2 breader eacryption inftiative
designed to promote electronic informarion security and key recovery. Export control
Jjurisdicton for commercizl encryption products will be transferred Som the State
Department to the Commerca Department. The Admmistration also will seck legislation
to facilitate the development of 2 markat for key recovery. As announced by the Vice
President in Tuly, the government will continue o0 expand the purciasc of key recovery
products for U.S. government use, promote key recovery in intermarional discussions, and
stmauolate the development of innovative key recovery products. - '

Under the rzlaxation, expart licsases will be issued contingeat on commitments
from cxporters m explicit milestones for developing and Incarporating key recovery
features into their products and building the supporting infrasoucore internationally. The
govemment will menitor srogress closely, using licensing regulatons and a special
Sovemmenr-industry commission. It will suspead licenscs if milestones are not met.

Once kay recovery is globaily viable, only such praducts will be licensed for export.

7
-
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Specifically, frms wishing to export 56-bit DES products will te required to
provide a darm recovery product development plan during the licensing process. The plen
will:

- - address such elements as research and development, testing, prodncton, and
' marketing;
- imciudz an assessment of the overall market potential for data recavery products
~ and sarvices;
- be updated with a semi-annual progress report; and,
- not be publicly releasable to protect business confidentiality.

[o addition, mdusiry rcor‘ssennma will be mvma to pardicipats m a2 joint pubiic-
private Data Recovery Infrastructure Commission. The fincoens of the Commission will
mclude: .

- developmg alternative approaches for a global data recavery architecture;
- advising the Sec-“m:y of Commerce an licensing policy based on progress towards

building a elobal infrastrocare and [essons-lemmed ﬁ:om kev recovery
implementation; _

- 2dvising the Attornev General on tccnmcal ccnndcnc ISsues vis-a-vis access to
escrowed keys.

- identifying other t Lccnmcz., policy, and program issues for govemnmentz] action.

The govemnmermt will reevaluate the relaxaticn policy at the end of the two year
petiod ‘ :

0Qo00.

Questions znd Answers about the Eucfyptién Liberalization Initiative

1. Wil the US stop the exports of non-key-recovery encryption products at the end of two

years?

Az Yes. The plan is to stop exparts of any praduct that does not support key recovery
unless unavoidable ciramstancss delay the cceatdon of the key recovery infrastucture

so that it is impracdcal to sell sach prodocts intemationally. The govemnment will be
advised on this matier by the Data Recovery Infrastructure Commission.
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2. Docs the two years begin from the date of the new rezelation or from the date of the
approved export?

A: The two years begins §0[?] days after the effective date of the Imal reguiation. The
- delay will pecmit exporters to file applications befors the beginping of the two vear
period.

3. What does it'mean o "davelop” a key recavery product? Is it suificient (0 make the
product but not spend finds advertising and merketing tie program?

Az Dat recovery product developmenr plans will addrass such elements as research and
development, testinz, production, and marketing. We arc lookdng for geaune
commitments, commenstrate with the size of the marer invoived. The govemment
will suspend Heenses if milestanes are not met.

4. After two vears, will the commitment require that a firm stop domestic sales of
prodacts thar do nat support key recovery? ‘

A The government has 0o plens to control the domestic sale of encryption products.

2. Ifa producer makes a business decision thar it cannot afford to enter the market for
products that suppart key recovery, is it fair to stop them Som competing for cxportson a
level playing field with a larger competitor exporting the same sucryption product after
the larger competitor has given the US a commirment to develop 2 product?

A We will require all firms © provide a key recovery precduct development plan during
the export licensing process. While we will take into aceount the business situaton of
the individual frms, we believe they will need to incorporate key resovery into their
basiness plans in ordzr to remain competitive., )

6. Ifareseller or ead-user is the exparter, how will the process provide for 2

opportunity for the product producer to give the accessary commitment? [fthe soffware
producer daes give such a commitment, may cther parties export non-escrow pracucts?

A2 All exporters will provide 2 key recovery product development plan as a part of the
export licensing procsss. If the firm is not a product producsr, the proposal should
cither reflect the use of products thar are already approved for exporr, or address plans
for marketing and diswibution refated to prodocts that support key recovery.

e
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ATTACEMENT B

Execartive Order No. XXXXX

<

Admigisgation of Export Contols on Encrvotion Products

By the authorty vesied in mec as President by the Constinrtion and the laws of the United
States of Amedca, including but not lmited to the Intenational Emergency Economic Powers
Act (50 T.S.C. 1701 et seq.), in order to taks additional szps with respect to the patiomal
exergency descobed and declared in Execurive Order No. 12924 of Angust 19, 1994, and
continued on Angust 13, 1995 and on Anguwst 14, 1996, I, WILITIAM T. CLINTON, Prcsident
of the United States of Amesica, fnd that it is necessary that the provisions set forth below shall
apply to adminisiration of the export comrol system maintained by the Export Admdmistration
Regulations, 15 CFR Parz 730 et scg. (Mtic EARY). Accordingly, it IS hersby ordersd as
follows: :

Section 1. Trezfment of Encrvodog Products. In order to provide for appropdate
cortols on the export and foreign dissemination of encryption products, expart cootrols of

Z004

acTyption products that ars or would be, on this date, designated as defense articles designated -

in Category XTI of the United Statss Mimitions List and. regalated by the United States
Department of State pursmam to the Arms Export Control Act, 22 U.S.C. 2773 et seq. (the
AECA"), tuz that subsequedtly are placed on the Commerce Conrrol List in the EAR, shall be
subject to the following conditions: :

(@) I have detearin=d thar the export of encrypioa produces descobed in this section
may barm rarional secarity and forsign pelicy inrerests even whars comrparable products are or
appear to be available frem sources outside the United States, and thar facts and questicos
conceming the foreign availability of suck sncryption prodacts cannat be subject to public
disclosare or judicial review without revealing ar umplicacing classified information thar could
barm United States national securdty and foreign policy interests. Accordingly, secdons 4(c) and
5(@)@)H4) of the Export Administration Act of 1§79 (Cthe EAAT), 50 App. U.S.C. 2403(c) and
2405(h)(2)~«), as amended and as contimued in effect by Ex=cutive Order No. 12524 of Ansust
19, 1894, and by Nodcss of August 15, 1995 and August 14, 1996, ail other amalogous
provisions of the EAA relating to forsign availability, and the reguladoes n the EAR relating
W sach EAA provisions, shall not be applicable with respec © export couwols on such
cacTypton prodocts. Notwithsmnding this, the Secretary may, i his discretion, consider the
forzign avaflabilicy of comparable encryption products in determining whether to issue 2 lcenss
In a pardcular case or to =move coafrols ou particulzr products, bat is ot required to issue
Dicenses 'in particular cases or 0 remove controls ou partcnlar products tased on such
consideration;

(®) In condnctng the liczase review descdibed in secton | of Execarive Qrdex No.
12531 of Decembex 5, 1955, with respect to expart courrgls of eacrypdon products descrived
wn this section, the Departments of Statz, Defense, Enerey and Justice and the Arms Control and
DimmamcatAgmcyzmhshanhxvemeoppommhymmmwmycxponﬁmsczppﬁaﬁon
submitted to the Depastment of Commercs. The Departmenr of Justice shall, with respect to
such products, be a voting member of the Expart Administarion Review Board established in



secticn S(2) of Execudve Order No. 12981 of Decsmber -3, 1995, aad of the Advisory
Comumittee ou Export Folicy established m secdon 5(0) of thar order, 2ud skall be a full member
of the Operating Committse established m secdon 5(c) of that order, and of any other
ccmmiftess and counsuifaticn groups rTviewing suCh expart coatruls;

(¢) Because the export of encrypdon software, like the export of other excryotion
products described in this secdom, must be commofled becamse of such sofiware’s fnciaml
capacty, rather than becanse of any possible informational vaite of such software, such software
shall not be coasidersed or treat=d as “technology,” as that temm is defned n section. 16 of the
EA4 (50 App. U.S.C. § 2415), and in the EAR;

(d With respect to eacrypticn products described in this section, the Secretary of
Commerss shall take such acdous, imcluding the promulgation of rules, reguiations, and
amczdments thersto, as may be necessary o conmol the sxport of assiscancs (ocluding maining)
 foreigu persons in the same manner and © the same axzar as the export of such assistance
is cormrolled under the AECA. (as ameadsd by section 151 of Pubiic Law 104-16): and

(e) Regularion of cacryption products described in this secticn shall be subjecs to such
furth=r conditions as the Presideat may direct.

Sec. 2. Effective Date. The provisions descmbed in section 1 shall take effect as soon
as any eacryption products descibed in section 1 are placed cn the Commerce Coarrel List in
the EAR. ) ' )

- Sec. 3. Iudiclal Review. This order is inrended oaly to improve the intemal
mapagemedr of the executive branch and to casure the mrplementation of appropriats controls
oa the export and foreign dissemination of eacryption prodects. It is not mtsaded to, and does
oL, Create any dghts to adumstrative or judicial review, or any orher rigir or benefit or oust
respousibiiicy, subsantive or procedural, eaforceable by a carty agzinsg the Uaited States, its
ageadies or instrumenmlities, its officers or empioyvess, or any ocher person.

THE WHITE HOUSE William J. Clicton

September |, 1996



ATTACHMENT C

Presidenfial Decistan Directive

Encrypdon product, when used cutsids the United States, can jeopardize our foreign
policy and natioeal secudry imterssts. Marcover, sech preducts, when used by intersarional
criminal organizations, can thresten the safety ofunz:nsormcUmmdSmmha'candaumd,
as well as the safety of the citizens of ath=r countries. The exportation of egcrypton prodocts
accordingly must be controlled to further United States foreign pelicy objectives, and promots
our pational secumity, includmg the protection of the safety of United States citizens abroad.
Nogetheless, becauss of the increasingly widespreed use of encryption products for the legirimats
protection of the pdvacy of datz aud communicadons in gonmilitary contexts; because of the
umporznce to Umited States ecomomic mterests of the market for encryption products; and
because, pursuant to the temms set fordh m Execarive Order No. XXXXX of Septzmber
1996, Commercs Department comuols of ihe export of such dral-use eacryption pmdz.m can
‘be accomplished without compromising Umnited States forcign policy objectives and national
security interests, I have determined ar ts time ooc to mndnusmdesignatc SUCh eacryption
products as defense ardcles on the United Stares Muaitogs List.

Accordingly, mudcrmcpov-ersvmdm me by the Coastimrion and the laws of the
UmtedStzrss Y direct thac

i. Encrypcion pmducs that presearly are or would be designated in Caregory XIIT
of the Umited Stares Mimitions List and regulated by the Uoited States Department of Swmre
pursuant to the Amns Exporr Comtral Act (22 U.S.C. 2773 ccg)shanbctmnsfermdmtfm
Commercs Conorol List, and regulated by the Departmeat of Commerce mnder the acthority
confeed in Executive Order No. 12924 of Augusr 19, 1994 (as coatinusd on Augnst 14, 1996),
Exccutive Order No. 12981 of December 5, 1995, and Executive Order No. XXXXX, of
Septemter _, 1996; except that cocryption products specifically designed, developed,
configursd, adapted or modified for military applications (including ccmmand, comtrol and
mrelligecce applications), shall continue o be designazed as d=fenss arricles, shall remain on the
United States Munitions List, and shall continue to be controlled nnder the Arms Export Control
Act. The transfer descrived m this parzgraph shall be effective wpoa the issuamce of final
regulations (the “Final Regulations™) implementng the safeguards specified in this Directive and
in Executive Order No. XXX

-2 TheleRegulannmsnallspec:vtharmcenmvpuouproducssvecncdm
section 1 shall be placed oa the Commerce Control List administered by the Department of
Commeres. The Department of Commercs shall, © the exteat pemmitted by law, admrinister the
export of such encrypdon prodocts, inctuding encryption softwars, pursi=nt 1o the requiremeats
of sectians 3 and § of the former EAA (50 App. U.S.C. §3 2405 and 2406), and the regulations
thereunder, as coatinned i effect by Exscutive Order No. 12924 of August 19, 1994 (coutimned
on August 15, 1995 and on Angust 14, 1996}, excepot as otheswise indicated in or modified t by
chrdcrNo XXXXX of Seprzmber _, 1996, Ex=cutive Ordar No. 12981 of December

, 1995, and any executive orders and laws cned therein.
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3. The Final Regulafious shzll provide that eacrypticn products described i section |
caa be liczased for export only o the requirements of thz conrrols of both sectons 5 and § of
the former EAA (50 App. T.S.C. §§ 2405 asd 2406), and the regularoas thersander, as
mcdified by Execiive Order No. XXXXX of Segtember __, 1996, Exzcrtive Order No. 12931
of Decomber S, 1995, and amy execmive oxicss and laws cr=d therein, are sarisfied. Couosistent
with § 742.1(f) of the curremr Export Administration Reguizticns, the Final Regnlztions shall
easure thar a license for such a product will te issued ouly if an appfication cen be and is
approved under both secdon 3 acd sectidn 6. The controls on such products will apoly to all
descinarians. Excegt for those products transiared o the Commerce Conmol List pror to the
efiective date of the Fimal ngulancns exports and re=xports of encrypton products shafl
imtally be subject to case-by—casc review t0 ensurs that export thereof would be consistent with
United Sates foreign policy objectives and gational secumity interests, including the safety of
Umited States Cdzens. Considegation shall be givea 10 more Gberalized licsasing trmatmeat for
each sach mdividual preduct after interageacy revics is completsd. The Final Regulations shall
also effectoate all other specific objectives and direcdves set forih in this Directive.

4, Because encryption sourcs oode can zasiily and mechanically be tmnsformed imto
abject code, and becamse expart of such sourcs code is controlled because of the code’s
functiomal capacity, rather than because of any Tinfermaricn” such code mighr convey, the Final
Regulations shall specify thar encryprion soarcs cods shail be treaed as aa encrypticn prodoct,
and not as technical datz or technology, for sxport licsnsing purpases.

5. All provisions i th= Fizal chulzdcus regarding “de minimis” domestic comtent
cf itemms siadl got apply with resoect w© e eacrypton products descrbed in parzgraph 1.

8. The Fiaal stnl.anons sn..ll, Im 3 @anper consistent with sectioun L6(SH(C) oft.*z.,
EAA, 30 App. U.S.C. 2415(5)(C), provide that it will coastinmie an export of excryption sourcs
code ot object cade software for 2 person t0 make such soffware available for tansfer ootsice
the Uuited Swres, over radio, elecromagnetic, paotoopdcz!, or phowelecric commumications
facilidies accessible to pemsons owtside e Umited Sates, inciuding transfer from elecwonic
oullztin boards and Imtemet file transier protocel sitss, unlass the parcy maldag the softwars
avallable takes precawdors adequate 1o prevent the auauthorized traasier of such code oursids
the Umccd States. :

. 7. . Ucdl the Final Regunlaticns ars issued, the Department of State shall contimue to
have authorty to administer the cxport of encrypton products deschbed in secton 1 as defease
articles designated iv Category X101 of the United States Mrnitions List, parsmat to the Arms
Export Ceontrol Act. :

3. Upon emactment of any legisladon rewuthorzing the administretion of export
cootrcis, the Secrstaxy of Defense, th.. Secreezry of Stute, and the Arnarmney Geseral shal
reamme wiether adequar= cogtrals on excrypdon pmducxs @an be maimiced wnder the
provisions of the new stames, and adviss the Secreary of Commerce of their conclusions as well
as any r=commendaticns for acgen. I adequars coarrols ca encryption products cannot be
mmmzmcdund:ra.uew sante, en such products shall, whers consistecr with law, be



designated or redesignated as defense articles under 22 U.S.C. 2778(a)(1), to be placed on ihe
Tuited States Mumitions List and coatrolled pursuant 0 the tewms of the Arms Export Control
Act and the International Traffc in Arms Regniations. Any disputes regarding the decisicn &
sO designare or redzsignate shall be resolved by the Presidenr. . ,



