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Abstract—DRAM scaling has been the prime driver of increasing capacity of main memory systems. Unfortunately, lower
technology nodes worsen the cell reliability as it increases the coupling between adjacent DRAM cells, thereby exacerbating
different failure modes. This paper investigates the reliability problem due to Row Hammering, whereby frequent activations
of a given row can cause data loss for its neighboring rows. As DRAM scales to lower technology nodes, the threshold for
the number of row activations that causes data loss for the neighboring rows reduces, making Row Hammering a challenging
problem for future DRAM chips. To overcome Row Hammering, we propose two architectural solutions: First, Counter-Based
Row Activation (CRA), which uses a counter with each row to count the number of row activations. If the count exceeds the
row hammering threshold, a dummy activation is sent to neighboring rows proactively to refresh the data. Second, Probabilistic
Row Activation (PRA), which obviates storage overhead of tracking and simply allows the memory controller to proactively issue
dummy activations to neighboring rows with a small probability for all memory access. Our evaluations show that these solutions
are effective at mitigating Row hammering while causing negligible performance loss (< 1%).
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1 INTRODUCTION

Dynamic random access memory (DRAM) is used as main
memory in computer systems. Each DRAM cell stores dafiew x*+1 Lo 1[2] of 1
by placing charge on a capacitor. To increase capacity,

DRAM has continued to scale towards high-density chipsOWX | | 7
with smaller feature sizes. Unfortunately, scaling DRAM tGrow x-1 [ 0] 1] o] 1] 0] (o 1] of 4 o] EFEED
smaller nodes exacerbates several failure modes and<reate
new failure modes. . . . .

Below the feature size of 100nm, DRAM cell transis!:'g' 1: Impact of row hamme_nng on ne|ghbor|ng.DRAM
tors suffer from short channel effect (SCE), which Iower%e”S as the number of activations on target row X increases
threshold voltage, increases leakage, and reduces thre rete
tion time of DRAM cells. To overcome SCE and maintaiqh

the retention time, DRAM vendors now exploit three: . . . T
. . ’ _ the rows neighboring this row do not have an activation
dimensional (3D) cell transistors [1], [2], [3]. However W 9 Ing this row v vatl

h 3D cell t ist | Hor f h tivat ‘(otherwise these rows would get a precharge and restore
S?Cd. cte ran3|s orts stgzvllerey su e:j r:)m € atc 't\‘m.'(}he data back to its original state). Figure 1 captures the
of adjacent rows [3] potentially causing data errors to e'gproblem of Row Hammering, for a given row, where

boring rows. Furthermore, DRAM has scaled down to g neighboring rows are labeléd— 1 and X + 1. If X is
smaller feature size and transitioned front 8 4F, which .4 frequently, adl—1 and X -+ 1 are not accessed,

reduces the distance between transistors and increases the contents of these neighboring rows can get lost

pling _from neight_Joring _transistors and their word Iinesdue to Row Hammering.  The threshold for the number
Coupllng from neighboring rows lowers thresholq volta98 activations within a refresh cycle required to cause data
and increases sub-threshold leakage current. Higher s s due to Row Hammering is called tRew-Hammering
threshold current accelerates charge leakage from DR reshold (RH,). With each technology generation, this
storage nodes and reduces the retention time of the c lreshold reduces, making the Row Hammering pr’oblem
.ermjch severe for future nanoscale DRAMs. We show that
: o Yor future DRAMs this threshold could be in the range of
called Row Hammering. ROV\.’ Hammering is a problem .nOtseveraI tens of thousands of row activations for a given row,
oqu for current DRAM devices, pUt as technology Shrlnksat.threshold that can be easily reached by current workloads.
this becomes an €Ven more serious pro_bler_n. T_h|s pape_H?rthermore, it is quite easy to write malicious (or memory
geared towards tolerating Row Hammering in h'gh'dens'gfress) programs that can trivially cross this threshotd. T

DRAM memories. maintain data integrity, future DRAMs must mitigate Row
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Row hammering causes data loss when one row in
e memory receives a large number of activations, and
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2 BACKGROUND AND MOTIVATION where M,,,. is total possible number of activations in a
2.1 Origins of Row-Hammering Phenomenon refresh rate. At,l;—; Of 64ms, My,q, ~ 1.3 million.
ing origi ; ~1
Row hammering originates from two effects RH,,@64ms — B 1 < 13M (2.6)
o —

2.1.1  Word line to Word line (WL-WL) Cou-pllng The main component ofd,; is the sub-threshold leakage
DRAM voltage does not scale down proportional to featur&rrent Luy from row hammering (b rx) [41, [5], [2]
size. At a smaller feature size, the ratio of coupling noise “ o TR

to stored signal voltage on a non-accessed DRAM cell Tiear = Tgup ox e@2Vin—sun/nkT (2.7)
of neighboring rows increases because of WL-WL cou- . ) o

pling [4], [5]. Coupling noise (crosstalk) between word? Which AV, ., is variation in sub-threshold voltage
lines increases the sub-threshold leakage current of c@&d N is body-effect coefficientAV,;_.,, = 50mV to

coefficient (n) = 1.1~ 1.4 [6]. So« ranges from 4 to 11.7.
2.1.2 Passing-Gate Effect For example, fom=11, 5=2 = RH,;, of 130K, which can

Although 3-D transistors mitigate SCE, they are susceptiff€ €xpected of current generation DRAM modules. How-
to coupling from adjacent gates and affect a victim gate [ZVer.« IS related to fabrication process and is increasing as
A gate close to the victim gate using the same active arBRAM scales down. Thus, future nanoscale DRAM can
is referred to as “active adjacent gate”. A gate close to ¢ €xpected to have RH in the range of few tens of
victim gate that do not use the same active area is callfipusands. To address the problem for future technology
as “passing gate”. Activating any active adjacent gate BPdes, we will assume Rii = 32K in our study.

passing gate changes the electric field around the victi ] . .
gate, which lowers the threshold voltage and increasg;TABLE 1. System Configuration (default of USIMM)

leakage current of victim cell transistors. Number of cores Two: 4-wide, 3.2GHz
Processor ROB size 160
Cache line size 64Byte

2.2 Analysis of Row Hammering Threshold Last Level Cache 512KB per core

The leakage current of a cell transistof.{}.) increases Memory bus speed 800MHz

at lower technology nodes. DRAM vendors keep a guard- | DDR3 Memory channelgy 2, each 8GB DIMM
band for the retention time,{; _¢g) that is3 times refresh
rate (t..;_;x) a@s a safety margin to conform to the JEDE
refresh standard. At this guard-band, let the leakage urrdypical Workloads: Current workloads can have an activa-
be lewr—cn. Let t._py be the time during which a tion patterns that target a few DRAM rows frequently. We
cell on a victim row suffers from row hammering andstudy the possibility of row hammering using USIMM [7]
lleak—rH be the increased leakage current bytimes and uses workloads from the memory scheduling champi-
under row hammering. At sub-nanometer nodgs,Lry Onship [8]. We evaluate a system with eight 8Gb chips [9].

@.3 Architectural Impact of Row Hammering

is represented by (2.1): Table 1 shows the configuration for our system.
Figure 2 shows the maximum number of activations
Lieak—rE = & licak—-GB- (2.1) (activation peak) of a row at the refresh rate of 64ms for
A|ternative|y, leqr Can be represented by a few PARSEC, SPEC, BIOBENCH and COMMERCIAL
0O C.v benchmarks. Figure 2 shows that workloads have an activa-
Lok = T = =C-V=1u-t (2.2) tion peak of several thousand activations between refseshe

) ) ) ) For example, MT-Fluid has 400K activations for a single
in which C, is a cell capacitance of a DRAM cell and Vyqy within 64ms. As technology scales these activation
is the capacitor driving voltage. Using (2.1) and (2.2), peaks can easily surpass the Row-Hammering Threshold.

Ileak—GB “lret—GB = Os -V 10°

= Ileak—GB . (tret—th - tret—RH) + Ileak—RH . tret—RH

o

= licak—cB - (tret—th — tret—RH) + 0 Llcak—GB * tret—RH

=

tret—GB = tret—th + (Oé - 1) . tret—RH

10° L

(2.3)
Expressing t.;_gp in terms of f..;_¢
trethB - 6 . tretfth (24)

From (2.3) and (2.4), Row-Hammering Threshold (RH
is given by

Maximum Number of Activations in 64m

5- <
RHp = o — (2.5) Fig. 2: Maximum number of activations for a given row
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Malicious Programs. Malicious programs that fre-
guently activate a given row can easily cause data loss

due to Row Hammering. Unfortunately, such malicious pro- MemS?Request ./ Ml\gr:lri]r;r 8GB
grams are quite easy to write (they are similar to the attack y
kernels in [10], which can be written in about ten lines CQWSS O

of C code). Thus, for future DRAMs, Row Hammering not 2% Momory [ A

only poses a reliability issue, it also present a SECUIEYES | cache | (cooneq ) and nerement | COTONer =

whereby a malicious program can intentionally cause data Ao N T Counter (RAG) | | 2ve
loss for a co-running program. We present two hardware T 3 Area
solutions to mitigate Row Hammering in DRAM memories. ©

Fig. 3: Sequence of memory operations with CRA

3 ROW-HAMMERING-AWARE SYSTEM Figure 4 shows the performance impact of CRA on

Mitigation of Row Hammering can be done by sending gxecu_tion time, as the size of the on-chip counter cac_he
proactive activation to the victim rows before the target ro!S varied. Even though we used a 32K threshold for this
crosses the row-hammering threshold. Such a proactive S84y the performance degradation stems mainly from the
tivation acts as a refresh command for the victim rows, afgemory accesses for the counters. With a counter cache
refreshes the contents of these rows, thereby preventtag dif 128KB, CRA scheme has less than 0.5% performance
loss due to the activity of the neighboring rows. We propogi#gradation, while ensuring that the victim rows get re-
two schemesCounter-Based Row Activation (CRA) and freshed before the target row reaches the threshold.
Probabilistic Row Activation (PRA). CRA scheme tracks -
activations for each row and provides guaranteed mitiga-~ | [« per—row counter cache size=32KB
tion, whereas PRA is a probabilistic scheme that avoidg.20 |5 REIZOW counter cache size=6dke,
storage overhead and yet provides highly robust mitigatio

=1

lm&n [

ecu

3.1 Counter-Based Row Activation i

©
The CRA scheme maintains a row activation counter (RAGH.o
for every row to keep track of the number of activationg
to each row. These activation counters are incrementéﬂ‘i‘0
when the row is activated and cleared when mitigation isp g

. . . N .
performed. As soon as the number of activations of a target @é‘:@@q’@&&@%{&\%@%&*\&i@ez\&é\@zd@%@%sz@@:\% é\e?’
row is equal to the row-hammering threshold, the victim<® & & & & N /\,c?’é\ &
rows associated with the given row gets activated. Such 3

proactive dummy activations of victim rows refresh theifig. 4: Impact on execution time from CRA (Row Ham-

data and prevent data corruption caused by row hammerifigefing threshold of 32K)

To cope with future memory systems with lower row-

hammering threshold, this work employs two-byte (16 bits)-2 Probabilistic Row Activation

long activation counter per row that can count up to 64Khe PRA scheme avoids the storage overhead of the CRA

activations per refresh cycle. scheme by obviating any tracking structures. Instead, it
For a 8GB memory system with one million rowsperforms a row activation of the neighboring rows with

the total size of the counters for all rows will be 2MB.a small probability every time a given row is accessed. For

However, it is impractical to devote multi megabyte of onexample, if the probability of activation is set to 0.1%,rthe

chip SRAM storage for storing the counter of CRA. Insteador each row activation, the memory controller consults a

we propose a CRA implementation that stores the countegmdom number generator to find if the proactive activations

in a reserved area in the DRAM (0.0375% of main memonyust be issued. If so, the memory controller proactively

reserved for the counters). To mitigate performance pgnaihserts activations for the two neighboring rows for the row

of counter accesses we employ a dedicated counter-cabkéng accessed. The key insight for PRA is that hammered

on chip. A memory controller checks the counter-cachews will have frequent activations and hence are highly

for activation counters and caches them from the reserviiicely to get selected for probabilistic mitigation.

area. The reserved area is only accessed on a counter-cache

miss for activation counters. Every access to the resernv@@®.1 Analysis

area brings a cache line with activation counters for 3% s consider a system that performs dummy activations
contiguous rows, which ensures high locality in the countegs neighboring rows on each access with a probabilty
cache. In steady state, rows with frequent accesses probability of a target row not being activated aftér

high locality will have their counters cached. A memory,qations in total within a refresh rate and resulting in a
controller increments the counter of row activated a tential system failure is given by (3.8):

clears the counter after a row is refreshed or on mitigation. ;
Figure 3 shows the sequence of events for CRA. Pepror = (1 = N)M = (1 — N)~vM¥V, (3.8)
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If we perform these pro-active dummy activations witt3.2.2 Results
a very small probability, then such activations have gigure 5 shows the impact of PRA on execution time, as the

negligible effect on performance. probability of dummy activation is increased from 1% to
Since lim (1 — N)~ = e~ for very small values of N, 0.01%. Higher probability of issuing dummy activation (N)
we deduce (3.9) from (3.8): degrades the performance of most workloads. For example,
probability of activation of 1% results in 2% increase of
Popror = e MN (3.9) activations. On an average, this increases the execution

time by around 2%. As the probability of issuing dummy
From (3.9), the probability that the system will have n@ctivation is reduced to 0.1%, the performance degradation

errors is given by (3.10): is negligible & 0.2% on average). Thus, PRA avoids
both storage and performance overhead of CRA, and still
P ] _eMN (3.10) provides robust mitigation to Row Hammering.

Let the system during its lifetime have K such instanceé. CONCLUSIONS

The probability of having no failures in the entire lifetimeFrequent activations to a row can influence neighboring
of the system is given by (3.11): DRAM cells and cause data corruption due to Row Ham-

mering. To mitigate Row Hammering, we propose two ar-
chitectural solutions: Counter-Based Row Activation (QRA
and Probabilistic Row Activation (PRA).

Subsequently, the probability of at least having one We expect Row Hammering to become even more severe

failure during its total runtime is given by (3.12): for future memory chips. In fact, an upcoming parallel
work [11] experimentally shows that Row Hammering

is indeed prevalent in modern DRAM chips, and their
measured threshold of 128K is consistent with our 130K
ased on our theoretical model.

Technology scaling accelerates Row Hammering and
akes DRAM vulnerable to other sources of errors. We
show that architectural solutions can help mitigate such
errors efficiently and thus help with DRAM scaling.

Pnoffailu're = (1 - e—]\l-N)k. (311)

Pfailure =1- (1 - eiM.N)k. (312)

In the worst case, if N = 0.1%, M=32K (Row Hammeringb
threshold) and for runtime of 10 yearsa25 billion; then
(3.13) and (3.14) shows that the probability of data lo
with PRA would be 1 in ten million, over a period of 10
years.
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